Ethereum’s Bid to
Scale and Remain
Decentralized

Ethereum censorship, MEV-boost, and what’s

next for the ecosystem




With a successful Merge behind us, what's next? In this piece, we address several topics relevant to Ethereum
users, validators, and investors in a post-Merge world, including a look at the current ecosystem and why
there are increasing questions around Ethereum censoring transactions, as well as Maximal Extractable Value
(MEV) and why it is so important in the Ethereum economy. For a refresher on the Ethereum network overall,

check out our series of primers.

The Merge - A First Step to Allow Scaling

The Merge was the first step to allow the scaling necessary to facilitate increased transaction throughput

on the network without sacrificing decentralization. The Merge itself doesn’t scale Ethereum; it simply
provides a foundation for what you’ll hear referred to as the “rollup-centric roadmap.” * This roadmap focuses
on maximizing the volume of transaction execution that occurs outside the Beacon chain, minimizing the
resources necessary for validators to secure it. Contrary to Ethereum’s layered approach, blockchains can
achieve large volumes of transaction throughput by having all activity take place on their main chain. However,
doing so greatly raises the amount of computing power and technical skills needed to validate transactions,
resulting in an increased level of centralization of the validator set. In proof-of-stake consensus models,
validation requirements and decentralization typically have an inverse relationship, and this is at the core

of what Ethereum is trying to solve for in its scaling efforts. Although the barrier to entry is still quite high

when considering the cost and expertise required to run a solo staking node, future scaling initiatives on

the Ethereum development roadmap will aim to increase transaction throughput, while making it easier to
validate. In summary, Ethereum’s ultimate goal is to scale (increase transaction throughput) but keep validator
requirements and costs relatively low to avoid increasing centralization.

The Ethereum Supply Chain

How Block Validation Currently Happens

In the proof-of-stake model, validators must “stake” their ether on the blockchain to contribute to the
addition of blocks to the chain. This creates an incentive structure that discourages validators from going
against consensus because doing so would risk their “stake” getting slashed. There are a couple steps
involved in validators adding new blocks to the blockchain. The first task is building blocks, which consists
of taking transactions and arranging them into a block. Only so many transactions can fit into a block, so
validators try to maximize the rewards they’re able to collect from each transaction they include. Once a
validator has constructed a block, they must sign the block and propose it to the network. When a validator
proposes a block to the network, the validator commits to a block with a digital signature and then shares it
with the rest of the nodes on the network.



When Bitcoin miners build blocks, they do so in a way that typically prioritizes the transactions with the
highest fees. This way, the more transaction fees that are included in a block, the higher their reward for
creating that block. This structure is very straightforward for Bitcoin, but on Ethereum, building blocks gets
a bit more complicated than simply selecting the transactions with the highest fees. In fact, if validators on
Ethereum built blocks using this simple method, they would be losing out on substantially higher rewards.
These higher rewards come from something known as MEV.

What is MEV?

MEV refers to the maximum value that can be extracted from block production in excess of the standard
block reward and transaction fees. 2 MEV on the Ethereum blockchain comes from the applications built on
the network. When users execute transactions on Ethereum, whether that be on a decentralized exchange
or using a borrowing/lending protocol, it creates opportunity for others to profit from these transactions.
The most common method of extracting additional value from users’ transactions is arbitrage. When a
user decides to swap one coin for another using a decentralized exchange, it creates an imbalance in the
exchange with a surplus of one coin and a shortage of another. A market participant seeking to optimize
MEYV could then place a trade to rebalance the supply and demand of the assets, netting a profit as a
result. To put into perspective how lucrative these opportunities can be, since the beginning of 2020, the
amount of MEV realized on Ethereum has totaled over $675 million, with the vast majority of those being
arbitrage transactions. 3

Validators familiar with MEV could therefore arrange, re-order, and insert transactions into a block to generate
substantially higher rewards per block than a validator that is creating blocks based on transaction fees alone.
The level of sophistication required to do so could create an uneven playing field in the validator set, allowing
those with deep knowledge of and experience in block building to be significantly more profitable than

others. If this economic structure continued to play out, the sophisticated validators would outcompete all
other validators, resulting in centralization among nodes. In fact, most nodes would be incentivized to un-
stake their ether and delegate it to the sophisticated nodes to share in the more lucrative rewards.

What if validators could choose to only propose blocks and still get about the same level of rewards as those
that are building blocks? Enter MEV-Boost.

A well-known organization in the Ethereum community, Flashbots, created a program that allows validators

to outsource the task of block building. This program separates the proposer and builder roles allowing
everyone to validate regardless of their ability to capture MEV. Essentially, any validator who is unfamiliar with
the complexities of MEV can simply download the program called “MEV-Boost” and no longer be responsible
for building blocks. This program relies on a new type of participant in the Ethereum supply chain, known as

a block builder, to submit a block along with a bid to the proposers. The proposers (validators running MEV-
Boost) then simply select the block with the highest bid, sign it, and propose it to the network. As briefly



mentioned earlier, validators earn rewards that are similar to those building their own blocks because, in a
competitive builder market, the builders will offer a bid to the validator that is up to 99% of the MEV captured

in each block. Using MEV-Boost is now a highly preferred method of validation as of December 6, 2022,
roughly 90% of all blocks produced daily were proposed by validators using the program.* The diagram below
shows a basic representation of the Ethereum block supply chain using MEV-Boost. We've highlighted the new
roles that the program introduces.
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The new roles introduced with MEV-Boost are seen above as the “Builder” and “Proposer.” Previously, validators were
responsible for completing both tasks, now they can choose to outsource the task of the builder. The diagram shows
builders inserting and arranging transactions in a block, then passing the block and a bid to the proposer. The proposer
will accept the block with the highest bid, sign it, and share it with the rest of the network to add to the blockchain.

What does this have to do with the Office of Foreign Assets Control (OFAC)
and Censorship?

You may have come across some headlines regarding increasing levels of censorship being observed on
Ethereum. In this section, we’'ll unpack why this is occurring and what it means for the Ethereum community.
Currently, under MEV-Boost, there is still have a centralization issue. Instead of centralization in the validator
set, it is occurring among block builders. Since this task is complex and has changed since The Merge, the
block-building market is small and dominated by a few main builders. Since so many validators are proposing
blocks built by just a few entities, it allows the builders to exert a degree of control over the network, specifically
choosing which transactions get included in the blocks they create. As of December 6, 2022, 51% of all blocks
created on Ethereum since The Merge have been built by a single entity, Flashbot$5 While this has been

a significant contributing factor to Ethereum’s skew towards censoring OFAC transactions (transactions that
involve Ethereum addresses that have been blacklisted by OFAC), it's important to note that the Ethereum
protocol itself is neutral regarding what types of transactions are included in blocks. The protocol does not
inordinately reward or penalize censoring OFAC transactions. It's worth mentioning that OFAC transactions
aren’t being completely censored. Since there are a few builders that do not censor any transactions, as well as
validators that do not use MEV-Boost, it simply takes longer for these transactions to make it into a block.



Does this mean Ethereum will always be prone to censorship?

In the short term, if the builder market remains controlled by builders that are censoring, the transactions
in each block will be heavily weighted towards censorship; however, there are several proposed solutions
already in the works to address this. One solution to censorship involves open-sourcing block-building
programs to invite more competition into the builder market, which Flashbots has recently done. " With
more entities able to competitively build blocks, it should reduce the control that a single entity would have
over the network.

This is also an essential step to ensuring validators get maximal rewards. With a competitive builder
market, all builders will submit bids up to 99% of the MEV captured in each block, passing the majority
of the MEV on to the validators. Without a competitive builder market, a builder must simply outbid the
next best builder, which could allow the builder to keep more of the MEV for themselves if there is a lack
of competitive bids. This also puts validators in a difficult spot; if they accept the highest bid, they know
that they will be proposing a censored block, and if they want to avoid censorship, they’d have to choose
a lower bid from a builder that they know isn’t censoring. To summarize, competitiveness in the builder
market would allow most of the MEV to be passed down from the supply chain to the validators and
reduce the censoring powers that builders currently have.

Other potential solutions involve in-protocol changes to ensure that validators and builders get to decide
what goes into a block. Currently, the proposers must commit to proposing a block without being able to
alter it in any way 2 The solution to this is often referred to as inclusion lists, which give proposers the option
to include transactions in the block they’re proposing. Inclusion lists were specifically named in Vitalik's
updated roadmap that he shared in early November. In fact, it was part of a completely new phase called
“The Scourge” designed to specifically tackle the problems arising from MEV and censorship. ° This clearly
signifies the Ethereum developers reprioritizing their future efforts in response to community sentiment.

Ultimately, all the proposed solutions to censorship and MEV focus on diminishing the power that builders
currently have, as Ethereum co-founder Vitalik Buterin laid out in his recent blog post. 1° The caveat here is
that it can be difficult to constrain the power of builders while not also adding requirements to proposers.
This dynamic often comes into play in the Ethereum ecosystem — upgrades to scale the network or avoid
censorship must be done in a way that minimizes the burdens put on proposers. This ensures that the
validator set remains decentralized. About a year ago, in Buterin’s “Endgame” blog post, he predicted

there would be a high chance that block building would end up as a centralized role. Therefore, the

network development roadmap has been planned with this in mind and the Ethereum community largely
understands that there are techniques to “regulate” the builder market so that the few entities building

blocks cannot abuse their power. ! It will likely take time and several protocol-level updates to ensure this.



Conclusion: Ethereum Will Continue to Face
Tradeoffs and Complexities

What does all this mean for Ethereum as a platform as well as an investment opportunity? The big question
is whether Ethereum can successfully increase scalability and still maintain a level of decentralization and
censorship resistance. There are some hurdles to overcome in the near term, but the approach to scaling
that Ethereum co-founder Vitalik Buterin and the Ethereum community have articulated as part of the
network’s development roadmap is one that prioritizes decentralization and values complex problem-
solving. Scaling Ethereum is an endeavor that requires tradeoffs. With MEV being a driving force for
builders, it is likely that block building will remain a task for highly specialized entities, creating a degree of
centralization that will need to be balanced out by a largely decentralized validator set. How the Ethereum
community balances tradeoffs for scalability and in what timeframe will be key influences on the value
proposition for investors.
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